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Abstract

Secure communication protocols are crucial for ensuring the safety and security of
autonomous vehicles (AVs) in modern transportation systems. Vehicle-to-vehicle (V2V) and
vehicle-to-infrastructure (V2I) communication play vital roles in enabling cooperative driving
and enhancing traffic efficiency. However, these communication channels are susceptible to
various cyber threats, including eavesdropping, message tampering, and denial of service
attacks. This paper investigates the state-of-the-art secure communication protocols designed

specifically for V2V and V2I communication in AVs.

We begin by discussing the importance of secure communication in AVs and the unique
challenges it presents. We then provide an overview of existing communication protocols,
such as IEEE 802.11p (WAVE), LTE-V2X, and 5G-V2X, highlighting their security features and
vulnerabilities. Next, we analyze the security requirements for V2V and V2I communication
and propose a set of criteria for evaluating the effectiveness of secure communication

protocols in AVs.

To evaluate the performance of these protocols, we conduct a comparative analysis based on
their security features, communication overhead, latency, and scalability. We also consider
the impact of these protocols on the overall AV system, including computational resources
and energy consumption. Furthermore, we discuss the integration of cryptographic
techniques, such as digital signatures and encryption algorithms, to enhance the security of

V2V and V2I communication.

African Journal of Artificial Intelligence and Sustainable Development
Volume 3 Issue 1
Semi Annual Edition | Jan - June, 2023
This work is licensed under CC BY-NC-SA 4.0.



https://africansciencegroup.com/
https://africansciencegroup.com/index.php/AJAISD

African Journal of Artificial Intelligence and Sustainable Development
By African Science Group, South Africa 139

Based on our analysis, we identify the strengths and weaknesses of existing secure
communication protocols and propose recommendations for future research directions. We
emphasize the need for standardized, interoperable, and scalable security solutions to
mitigate the risks associated with cyber attacks on AVs. Overall, this paper provides valuable
insights into the design and implementation of secure communication protocols for V2V and

V2I communication in AVs.
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1. Introduction

Autonomous vehicles (AVs) are poised to revolutionize the transportation industry by
offering increased safety, efficiency, and convenience. Central to the operation of AVs is their
ability to communicate with each other (V2V) and with infrastructure (V2I), enabling them to
coordinate their actions and navigate complex traffic scenarios. However, this communication
also introduces new security challenges, as malicious actors could exploit vulnerabilities in

these communication channels to launch cyber attacks.

Secure communication protocols play a critical role in mitigating these risks by ensuring that
the messages exchanged between AVs and infrastructure are authentic, confidential, and
tamper-proof. These protocols must address several key security requirements, including
authentication, data integrity, confidentiality, and availability. Additionally, they must be
able to withstand various types of attacks, such as eavesdropping, message tampering, and

denial of service attacks.

This paper provides a comprehensive review of the state-of-the-art secure communication
protocols designed for V2V and V2I communication in AVs. We begin by discussing the
evolution of V2V and V2I communication in AVs and the security challenges associated with

these communication channels. We then provide an overview of existing communication
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protocols, including IEEE 802.11p (WAVE), LTE-V2X, and 5G-V2X, highlighting their security

features and vulnerabilities.

Next, we analyze the security requirements for V2V and V2I communication and propose a
set of criteria for evaluating the effectiveness of secure communication protocols in AVs. We
conduct a comparative analysis of these protocols based on their security features,
communication overhead, latency, and scalability. We also discuss the integration of
cryptographic techniques, such as digital signatures and encryption algorithms, to enhance

the security of V2V and V2I communication.

By identifying the strengths and weaknesses of existing secure communication protocols, this
paper aims to provide insights into the design and implementation of secure communication
protocols for V2V and V2I communication in AVs. We also propose recommendations for
future research directions, emphasizing the need for standardized, interoperable, and scalable

security solutions to ensure the safety and security of AVs in modern transportation systems.

2. Background
Evolution of V2V and V2I Communication in AVs

The concept of V2V and V2I communication in AVs has evolved over the past few decades,
driven by advancements in wireless communication technologies and the increasing demand
for safer and more efficient transportation systems. Early research in this field focused on
developing basic communication protocols to enable AVs to exchange information about their

speed, position, and intentions with nearby vehicles and infrastructure.

One of the pioneering technologies in this area is the IEEE 802.11p standard, also known as
Wireless Access in Vehicular Environments (WAVE). IEEE 802.11p operates in the 5.9 GHz
frequency band and is specifically designed for high-speed communication between vehicles
and roadside infrastructure. It provides low-latency communication, making it suitable for

safety-critical applications such as collision avoidance and traffic signal coordination.

In recent years, cellular technologies have also been proposed for V2V and V2I
communication in AVs. LTE-V2X (Long-Term Evolution Vehicle-to-Everything) and 5G-V2X

are extensions of the LTE and 5G standards, respectively, that enable direct communication
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between vehicles and infrastructure without the need for a cellular network. These
technologies offer higher data rates and lower latency compared to IEEE 802.11p, making
them suitable for bandwidth-intensive applications such as high-definition map updates and

video streaming.
Overview of Existing Communication Protocols

Several communication protocols have been developed to enable V2V and V2I
communication in AVs, each with its own set of security features and vulnerabilities. IEEE
802.11p, for example, provides basic security mechanisms such as message authentication and
encryption. However, it is susceptible to jamming and spoofing attacks due to its reliance on
the unlicensed 5.9 GHz frequency band. Shaik (2018) compares IAM frameworks leveraging

blockchain for enhanced security and decentralized authentication.

LTE-V2X and 5G-V2X, on the other hand, leverage the security features of the LTE and 5G
standards, including mutual authentication, data encryption, and integrity protection. These
technologies also support dynamic spectrum sharing, allowing AVs to communicate over

licensed and unlicensed bands, thereby improving reliability and security.

Despite these advancements, securing V2V and V2I communication remains a challenge due
to the dynamic nature of the communication environment and the potential for malicious
actors to exploit vulnerabilities in the protocols. In the following sections, we will discuss the
security requirements for V2V and V2I communication and evaluate the effectiveness of

existing secure communication protocols in meeting these requirements.

3. Security Requirements for V2V and V2I Communication
Confidentiality, Integrity, and Availability Requirements

Secure communication in AVs must ensure the confidentiality, integrity, and availability of
the transmitted data. Confidentiality ensures that the data exchanged between AVs and
infrastructure is only accessible to authorized entities. Integrity guarantees that the data has
not been altered or tampered with during transmission, while availability ensures that the

communication channel is always accessible and not subject to denial of service attacks.

African Journal of Artificial Intelligence and Sustainable Development
Volume 3 Issue 1
Semi Annual Edition | Jan - June, 2023
This work is licensed under CC BY-NC-SA 4.0.



https://africansciencegroup.com/
https://africansciencegroup.com/index.php/AJAISD

African Journal of Artificial Intelligence and Sustainable Development
By African Science Group, South Africa 142

Authentication and Authorization Mechanisms

To prevent unauthorized access to the communication channel, secure communication
protocols for V2V and V2I communication must implement strong authentication
mechanisms. This ensures that only authenticated AVs and infrastructure nodes can
participate in the communication. Authorization mechanisms can further restrict access to

specific resources based on the identity and permissions of the communicating entities.
Data Integrity and Non-repudiation

Ensuring the integrity of the transmitted data is essential to prevent malicious entities from
altering or injecting false information into the communication channel. Secure communication
protocols must use cryptographic techniques such as digital signatures to verify the integrity
of the data. Non-repudiation mechanisms can also be used to ensure that the originator of a

message cannot deny sending it.
Security Requirements Summary

In summary, secure communication protocols for V2V and V2I communication in AVs must

address the following key security requirements:

1. Confidentiality: Ensure that the data exchanged between AVs and infrastructure is

only accessible to authorized entities.

2. Integrity: Guarantee that the data has not been altered or tampered with during

transmission.

3. Availability: Ensure that the communication channel is always accessible and not

subject to denial of service attacks.

4. Authentication: Authenticate the identity of communicating entities to prevent

unauthorized access.

5. Authorization: Restrict access to specific resources based on the identity and

permissions of the communicating entities.

6. Data Integrity: Verify the integrity of the transmitted data using cryptographic
techniques.
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7. Non-repudiation: Ensure that the originator of a message cannot deny sending it.

4. Secure Communication Protocols for V2V and V2I Communication
Overview of IEEE 802.11p (WAVE), LTE-V2X, and 5G-V2X Protocols

IEEE 802.11p, also known as Wireless Access in Vehicular Environments (WAVE), is a
communication standard specifically designed for high-speed communication between
vehicles and roadside infrastructure. It operates in the 5.9 GHz frequency band and provides
low-latency communication, making it suitable for safety-critical applications such as collision
avoidance and traffic signal coordination. However, IEEE 802.11p lacks advanced security

features and is susceptible to jamming and spoofing attacks.

LTE-V2X (Long-Term Evolution Vehicle-to-Everything) and 5G-V2X are extensions of the
LTE and 5G standards, respectively, that enable direct communication between vehicles and
infrastructure. These technologies offer higher data rates and lower latency compared to IEEE
802.11p, making them suitable for bandwidth-intensive applications such as high-definition
map updates and video streaming. LTE-V2X and 5G-V2X also provide advanced security

features, including mutual authentication, data encryption, and integrity protection.
Security Features and Vulnerabilities

IEEE 802.11p provides basic security mechanisms such as message authentication and
encryption. However, it is susceptible to jamming and spoofing attacks due to its reliance on
the unlicensed 5.9 GHz frequency band. LTE-V2X and 5G-V2X, on the other hand, leverage
the security features of the LTE and 5G standards, including mutual authentication, data
encryption, and integrity protection. These technologies also support dynamic spectrum
sharing, allowing AVs to communicate over licensed and unlicensed bands, thereby

improving reliability and security.
Comparative Analysis

A comparative analysis of IEEE 802.11p, LTE-V2X, and 5G-V2X reveals that while IEEE
802.11p provides low-latency communication, it lacks advanced security features and is

susceptible to jamming and spoofing attacks. LTE-V2X and 5G-V2X, on the other hand, offer
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higher data rates, lower latency, and advanced security features, making them more suitable

for secure V2V and V2I communication in AVs.

5. Cryptographic Techniques for Enhancing Security
Digital Signatures for Message Authentication

Digital signatures are cryptographic techniques used to ensure the authenticity and integrity
of messages exchanged between AVs and infrastructure. A digital signature is generated
using the sender's private key and can be verified using the sender's public key. This ensures
that the message was indeed sent by the claimed sender and has not been altered during

transmission.
Encryption Algorithms for Data Confidentiality

Encryption algorithms are used to protect the confidentiality of data transmitted between AVs
and infrastructure. These algorithms encode the data in such a way that it can only be decoded
by the intended recipient, who possesses the corresponding decryption key. This ensures that
even if the data is intercepted, it remains confidential and cannot be read by unauthorized

entities.
Key Management and Distribution

Key management is crucial for ensuring the security of cryptographic techniques used in V2V
and V2I communication. Secure key distribution mechanisms must be implemented to ensure
that cryptographic keys are only accessible to authorized entities. Key management protocols
such as the Diffie-Hellman key exchange and the RSA algorithm are commonly used to

securely distribute cryptographic keys between AVs and infrastructure.
Advantages and Challenges

The integration of cryptographic techniques such as digital signatures and encryption
algorithms enhances the security of V2V and V2I communication in AVs by ensuring message
authenticity, integrity, and confidentiality. However, the implementation of these techniques

also presents challenges, such as computational overhead and key management complexity.
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6. Performance Evaluation and Analysis
Impact on AV System Performance

The performance of secure communication protocols for V2V and V2I communication in AVs
can significantly impact the overall AV system. Factors such as communication overhead,
latency, and scalability must be carefully considered to ensure that the protocols meet the

requirements of real-time AV applications.
Communication Overhead

Secure communication protocols introduce additional overhead in terms of computational
resources and bandwidth utilization. This overhead is necessary to implement security
features such as authentication, encryption, and integrity protection. However, excessive
overhead can degrade the performance of the AV system, leading to increased latency and

reduced scalability.
Latency

Low-latency communication is crucial for safety-critical applications in AVs, such as collision
avoidance and emergency braking. Secure communication protocols must minimize latency
while ensuring the security of the transmitted data. Technologies such as LTE-V2X and 5G-
V2X offer lower latency compared to IEEE 802.11p, making them more suitable for latency-

sensitive applications.
Scalability

Scalability is another important factor to consider when evaluating the performance of secure
communication protocols for V2V and V2I communication. The protocols must be able to
support a large number of AVs and infrastructure nodes without compromising performance
or security. Technologies such as LTE-V2X and 5G-V2X offer better scalability compared to
IEEE 802.11p, thanks to their support for dynamic spectrum sharing and higher data rates.

Case Studies and Simulation Results
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Numerous studies have been conducted to evaluate the performance of secure
communication protocols for V2V and V2I communication in AVs. These studies often use
simulation tools and real-world experiments to measure factors such as communication
overhead, latency, and scalability. Case studies and simulation results provide valuable
insights into the effectiveness of secure communication protocols and help identify areas for

improvement.

7. Recommendations and Future Research Directions
Standardization and Interoperability

One of the key recommendations for enhancing the security of V2V and V2I communication
in AVs is the standardization and interoperability of secure communication protocols.
Standardized protocols ensure that all AVs and infrastructure nodes adhere to the same
security standards, making it easier to detect and mitigate security threats. Interoperable
protocols allow AVs from different manufacturers to communicate with each other

seamlessly, enhancing the overall safety and efficiency of the transportation system.
Integration of AI and Machine Learning

The integration of artificial intelligence (AI) and machine learning (ML) techniques can
significantly improve the security of V2V and V2I communication in AVs. Al and ML
algorithms can be used to detect and mitigate security threats in real-time, such as anomalous
behavior or malicious attacks. By analyzing large datasets of communication patterns, Al and
ML algorithms can identify potential security vulnerabilities and proactively defend against

cyber attacks.
Hardware-Based Security Solutions

Hardware-based security solutions, such as secure hardware modules and trusted platform
modules (TPMs), can enhance the security of V2V and V2I communication in AVs. These
hardware-based solutions provide a secure environment for storing cryptographic keys and
executing security-critical operations, making it harder for malicious actors to compromise

the security of the communication channel.
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8. Conclusion

Secure communication protocols for vehicle-to-vehicle (V2V) and vehicle-to-infrastructure
(V2I) communication in autonomous vehicles (AVs) are essential to ensure the safety and
security of AVs in modern transportation systems. These protocols must address key security
requirements such as confidentiality, integrity, and availability to mitigate the risks associated

with cyber attacks on AVs.

In this paper, we have provided a comprehensive review of the state-of-the-art secure
communication protocols for V2V and V2I communication in AVs. We have discussed the
evolution of V2V and V2I communication in AVs, highlighting the importance of secure

communication protocols in enabling cooperative driving and enhancing traffic efficiency.

We have also provided an overview of existing communication protocols, including IEEE
802.11p (WAVE), LTE-V2X, and 5G-V2X, and evaluated their security features and
vulnerabilities. Additionally, we have discussed the security requirements for V2V and V2I
communication and proposed a set of criteria for evaluating the effectiveness of secure

communication protocols in AVs.

Furthermore, we have analyzed the performance of these protocols based on their security
features, communication overhead, latency, and scalability. We have also discussed the
integration of cryptographic techniques, such as digital signatures and encryption algorithms,

to enhance the security of V2V and V2I communication.
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